WORK WITH COOKIES

CREATE A COOKIE

( )
ou can create a cookie with your JSP page. When a The setPath method of the Cookie object allows you Ele gtggig?eizr;l& F:E?(?Ligfe”;fse;gggrki)eesen lgjeesteé]tjso)%il:p?;ft? ?ﬁeodf;;eaﬁoﬁfni:
user views the page, the cookie is stored as a small to specify a path for the cookie. Only the pages stored in a report of a virus being transmitted by that the cookies you create belong to.

g text file onl.the usSePrs complguter. Coollqes are cl)(ften the specified directory will be able to read the cookie. creating or reading a cookie. Cookies are When used with the setPath method,
:tsfret;uﬁrj:':lzz:‘ aT Le nF:e?(gtet.i mzrtﬁzaggreé scgts);)e ;et ﬁ:n When all of the cookie information has be?n set, the tﬁxt fges, so unlike _exe_cutable programs, t};’e setD_omafin mke-thod mcreasesb
JSP page, the page can use the value stored in the cookie ctlenlEls e ed o (12 sorpenee e st b 1 they do not fransmit viruses. the security o co;) oy ()j/ogpcreate Y
to display the user's name. to send the cookie information to a user's computer. ) preventing unauthorized JSP pages

. . . You can create many cookies to store from accessing the cookies.
A cookie consists of a key, which indicates the name of the The scriptlet containing the code that creates the cookie information about a user, but keep in mind Example:
cookie, and a value, which is the information stored in the should be placgd before any other cpde on the JSP page. that Web browsers limit the number of myCookie . setDomain (. abccorp. com") ;
cookie. To create a cookie, you must create a Cookie object If HTML code is sent before the scriptlet, an error may cookies a Web site can store on a user's myCookie setPath ("/{sppages™) ; '
and then assign the key and value of the cookie to the object. oceur. computer. Most Web browsers allow each
You should also specify when the cookie will expire. By After Eieaiing apookie, you can EVYE 3 1P e r.ead doma'm to store a maximum of 20 cookies.
default, a cookie will be deleted when the user closes their the cookie. For information about reading a cookie, COtOkIeS Cgeztﬁcé by your Web site should
Web browser. Setting an expiry time for a cookie allows see page 116. not excee n size.

the cookie to store information for longer periods of time. - -
The setMaxAge method of the Cookie object is used
to set the expiry time, in seconds, for a cookie.
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<% I ] <% <% <%
Cookie firstCookie|= new [:uukieq"UserName", "Tum"|)|; Cookie firstCookie = new| Cookie{"UserName™, “Tom"}; Cookie firstCookie = new Cookie{"UserName", "Tom"}; Cookie firstCookie = new Cookie{"UserName', "Tom")};
firstCookie .setMaxnge(|36l]l]p|; firstCookie.setMaxAge{3600) 7 | firstCookie.setHaxAge{3600);
%> T T _MfirstCookie .|setPathq"fexamples"|)|; firstCookie.setPath{"/examples”};
%> T T |response.addCookie{[firstCookie])];
<html> %> %> I I I
<head> <html> [
{title>Create a Cookie</title> <head> <html> <html>
</head> {title>Create a Cookie</title> <head> <head>
<body> </head> {title>Create a Cookie</titlel {title>Create a Cookie</ftitle>
<body> </head> {/head>
A cookie has been set. <body> <body:
|A cookie has been set.
</body> |d cookie has been set. /A cookie has been set.
</html> </body>
</html> </body> </body>
</ntml> </html>
—&H To create a cookie, El Between the parentheses, —H To specify when the K4 Between the 1 To specify the location i Between the —ik To send the cookie to L& save the page with the
type Cookie followed by type the name for the cookie | cookie will expire, type parentheses, specify of the pages that can parentheses, type the a user's computer, type .jsp extension.
the name of the Cookie enclosed in quotation marks. | the name of the Cookie when the cookie will access the cookie, type relative path of the response.addCookie(). B Wh
object you want to create. object followed by a dot. expire, in seconds. the name of the Cookie JSP pages enclosed N a User accesses
= 4] Type a comma followed object followed by a dot in quotation marks 2] Between the parentheses, the JSP page, the cookie
= 2| Type = new Cookie(). by the value you want to = 6 Type setMaxAge(). ’ type the name of the Cookie will be stored on the user's
assign to the cookie enclosed = 9| Type setPath(). object. computer. To read the
in quotation marks. cookie information,

14 see page 116.




READ A COOKIE

computer. Reading a cookie allows the page to
access the information in the cookie, such as the
user's name or location.

3 JSP page can read a cookie stored on a user's

When a user visits a JSP page that sets a cookie, the cookie
is stored as a small text file on the user's computer. The
location where a cookie is stored depends on the type of
Web browser being used.

The getCookies method of the request object is used
to read all the cookies that can be accessed by your JSP
page. You can create an array to store all the cookie
information retrieved from a user's computer and then
access the specific cookie information you want.

The array element with an index number of 0 contains the
information for the first cookie stored on a user's computer.
If the server has session tracking enabled, the first cookie
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in the array may contain information about the session ID.
You may need to access the next array element to read
the other cookie values. For information about reading
multiple cookies, see page 118.

Once the cookies have been retrieved from a user's
computer, you use the getName and getValue methods
to retrieve the name and value stored in a cookie. The
getName and getValue methods return string values.
You can use an expression to display the name and value
returned by the methods in the JSP page.

When working with cookies, keep in mind that a Web
browser may be configured to reject cookies or may be
located behind a security firewall that filters out cookie
information. In such cases, you will not be able to read
a cookie on a user's computer.
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EX]H To verify that at least one cookie exists, you can

use the length method to check if the array

of Cookie objects contains any information.
An error may occur if you attempt to access
elements of an array that do not exist.

Example:
<%
if (cookiesFromClient.length > 0)
{
out.print ("Name:") ;
out.print (
out.print ("<br>Value:") ;
(

Erya—

cookiesFromClient [0] .getName()) ;

out.print (cookiesFromClient [0] .getValue()) ;

The equals method allows you to evaluate a string
value so you can then perform an action based on the
evaluation. This is useful for working with the names
and values of cookies returned by the getName and
getValue methods. For example, you can compare
the value of a cookie returned from a user's computer
to a string you specify and display a customized
message depending on the value.

Example:
<%
if (cookiesFromClient [0] .getName () .equals ("beenHere") &&
cookiesFromClient [0] .getValue () .equals ("yes"))
out.print ("Welcome Back!");
else
out.print ("Welcome to my Web site.");

o\
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<<

Cookie[] cookiesFromClient [= request.getCookies()|;
%

<html>
<head>
<title>Read a Cookie{/title>
</head>
<body>

A cookie on your computer called<b>

</b>has a value of<b>

</h>
</body>
</html>

/\_/\—(

=1 Type Cookiel] followed H Type = request.getCookies()
by the name of an array to retrieve the cookies stored
you want to use to store on a user's computer and

all the cookies on a user's place the values in the array.
computer.

<%
Cookie[] cookiesFromClient = request.getCookies{);
%>

<html>
<head>
<title>Read a Cookie</title>
</head>
<body>

A cookie on your computer called<b>

1
<%= |cookiesFromClient[ 0] JgetName()|%>
I |

</b>has a value of<b>

</b>
</body’
</html>

H Type getName() to
retrieve the name.

—E To retrieve the name
of the cookie stored in
the first element of the

array, type the name of —H Ty[l)]e the COd? t}f]lat
the array followed by [0] g(sfj(ite @ ENE @ e

and a dot.
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<%
Cookie[] cookiesFromClient = request.getCookies{);
%>

<html>

<head>

<title>Read a Cookie</title>
</head>

<body>

A cookie on your computer called<b>

<%= cookiesFromClient[8].getName{) %>

</b>has a value of<b>

|
<%=|cookiesFromClient[ 0] JgetUalue()| %>
[ |
</b>
</body>
</html>

4} Read a Cookie - Microsoft Internet Explorer

Fie Edi Yiew Favoites Tanks Help |

GBack - = - D | @seach [GFavoites BHistoy | B Sl 5 8

Adess [@] btip:/127.0.0.1 8080/ examples/readoookie jsp = @60 H Links »

=
A cookie on your computer called[UserName|has a value of[Tom

€] Done [ [@ Intemet

—E To retrieve the value
of the cookie stored in
the first element of the

H Type getValue() to
retrieve the value.

array, type the name of - TyF})]e th? COdF thhat
the array followed by [0] gg(e)?dte @VEILE @FinE

and a dot.

B The Web browser
displays the results
of reading a cookie.

El save the page with
the .jsp extension and
then display the JSP
page in a Web browser.
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READ MULTIPLE VALUES FROM A COOKIE

he getCookies method of the request object is

used to retrieve all the cookies stored on a user's

computer and returns an array of Cookie objects.
After the cookies have been assigned to an array, the
length method can be used to determine the number
of elements in the array, which allows you to determine
the number of cookies retrieved from the user's computer.

Keep in mind that some users may have disabled the
exchange of cookies on their Web browsers. This is often
done out of concern for privacy. Since no cookies can

be stored on the user's computer, any attempt to read

a cookie will indicate that no cookies exist and may
result in an error. You should also keep in mind that

you will not be able to retrieve a cookie from a user's
computer if the cookie has reached its expiry time.

If no cookies exist on the user's computer, the value
returned by the 1ength method will be 0.
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Once it has been determined that cookies exist, a loop
can then be used to examine each cookie and retrieve
the names and values of the cookies.

Even if no cookies have been explicitly stored on a user's
computer from a JSP page, there may still be cookies
available to read, such as the cookie that stores the session
ID. For information about the session ID, see page 96.

If your Web server uses JSP in combination with other
technologies, such as ASP and PHP, your JSP pages will
also be able to read the cookies created by ASP and PHP

pages.

WORK WITH COOKIES

( )
EX!H Any information retrieved from a cookie When creating multiple cookies, you need to
' should be validated before it is used. For create a new Cookie object for each cookie

example, if you are reading a ZIP code you want to set. Even though multiple cookies

from a cookie, you may want to check that are being created, only one cookie file will be

the ZIP code contains the proper number created on the user's computer.

of digits and does not contain any letters. E .

. . . xample:
Since invalid data may cause an error .
. . <%

durmg the processing of the JSP page, you Cookie firstCookie = new Cookie ("UserName", "Tom");

may want to add code to handle invalid firstCookie. setMaxAge (3600) ;

cookie values passed to your JSP page. firstCookie.setPath ("/examples") ;
response .addCookie (firstCookie) ;
Cookie secondCookie = new Cookie ("UserAge", "26");
secondCookie. setMaxAge (3600) ;
secondCookie.setPath ("/examples") ;
response . addCookie (secondCookie) ;
%>

- J
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<html>
<head>
<{title>Read Hultiple Values from a CGookie{/titlel>
{/head>
<{body>

The following cookies have been located on your computer:
<br>

<%
Cookie[] cookiesFromclient|= request.getCookies()[;

for {(int x = @; x { cookiesFromClient.length; x++”

|

¥
%>

</body>
</html>

- —

=1 Type Cookiel] followed H Type = request.getCookies()
by the name of an array to retrieve the cookies stored
you want to use to store on a user's computer and
all the cookies on a user's place the values in the array.
computer.

=3 Type the code to create a
loop that will cycle through all
the elements in the array. For
information about creating a
for loop, see page 42.

<html>
<head>
<title>Read Multiple Values from a Cookie{/title>
<{/head>
<body>

The following cookies have been located on your computer:
<br>

<%
Cookie[] cookiesFromGlient = request.getCookies({);

for (int x = B; % < cookiesFromClient.length; x++)

1
|nut.print(FunkiesFrntlient[x].gEtName()|+ " has a value of ");
I

%>

</body>
</html>

/—\N

—1 To retrieve the name 5 Type the code that
of a cookie stored in an uses the name of the
element of the array, type cookie.
the name of the array
followed by [x].getName().
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/) Read Multiple Yalues from a Cookie - Microsoft Internet Explorer

Fie Edi Yiew Favoites Tanks Help |

<html>
<head>
<{title>Read Multiple Values from a Gookie</title>
<fhead>
<body>

The following cookies have been located on your computer:
<br>

<%
Cookie[] cookiesFromGlient = request.getGookies{();

for {int x = B; x { cookiesFromClient.length; x++)
{

nut.print(cnnkiesFrnmblient[x].getName() + " has a value of
|uut.prlntqcuuklesFrumcllent[x].getUalue()|+ (T

: [ I

%>

"):

</body>
<fhtml>

GBack - = - D | @seach [GFavoites BHistoy | B Sl 5 8

Adess [&] btip:/127.0.0.1 8080/ exanples/multiplvalues jsp = @60 H Links »

= |

The following cookies have been located on your computer
Userlame has a value of Tom
JSESSIONID has a value of To1013mC7930455345978007 At

€] Done [ [@ Intemet

‘——"""--—-..--""“--.---"-

3 To retrieve the value (7] Type the code that
of a cookie stored in an uses the value of the
element of the array, type cookie.
the name of the array
followed by [x].getValue().

E] save the page with
the .jsp extension and
then display the JSP
page in a Web browser.

B The Web browser displays
the results of reading multiple
values from a cookie.




REMOVE A COOKIE

it expires. This is useful if you no longer need the
information in the cookie. For example, you may want
to delete a cookie that contains user registration information
if the user cancels their registration to your Web site. It
may also be necessary to remove cookies if the size of
your cookies exceeds the size limit for cookies in your
Web site, which is usually 4 KB.

J avaServer Pages allows you to delete a cookie before

To remove a cookie, you create a new cookie with the
same name as the cookie you want to remove, except you
set the expiry time for the new cookie to zero seconds.
This will cause the cookie to expire immediately. The value
you assign to the cookie can be an empty string. If you
specified a path when you created the original cookie,
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you should also specify the same path when deleting the
cookie to ensure that the correct cookie is removed. For
more information about creating a cookie, see page 114.

Working with cookies is not always a simple task. While
almost all Web browsers accept cookies, many Web
browsers may return different information about cookies,
such as different version numbers. Web servers and JSP
engines also do not always work with cookies in the same
way. For example, some Web servers will not allow a cookie
to be removed from the client computer until the cookie
reaches its original expiry time. When creating JSP code
to work with cookies, you should thoroughly test your
code on all Web browsers and client software you expect
to access your JSP page.

COOKIE METHODS

WORK WITH COOKIES

There are several useful methods of the Cookie
object that you can use to manipulate and examine
the contents of a cookie. Before using any of the
following methods in your JSP code, you should
check your Web server documentation to verify
whether the Web server supports the method

you want to use.

Method

Description

Object clone()

Overrides the standard java.lang.Object.clone () method to
create a copy of the cookie.

void setComment
(String purpose)

Includes a comment that describes the purpose of the cookie.

String getComment ()

Returns a comment. Returns null if there is no comment.
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void setDomain
(String pattern)

Specifies the domain or server that the cookie belongs to.

b ]
Cookie removeCookie = new Cookie(['UserMame™, ""};
removeCooklie.setHaxfge {B)[;

%>

<html>
<head>
{title*Remove Gookie</title>
</head>
<body>

<%
Cookie removeCookie = new Cookie("UserHame™, ""};

removeCookie.setaxage (8); | ]
removeCookie. setPath("/exanples™|;

Welcome. The information has |been removed.

</body>
</html>

- m—

= 1 Type Cookie followed F Between the parentheses,
by the name of a Cookie type the name of the cookie
object. Then type you want to remove enclosed
= new Cookie(). in quotation marks. Then type

,"" for the value of the cookie.

3 Type the name of the
Cookie object followed by a
dot. Then type setMaxAge(0).

response .addCookie {removeGookie))[;
%> T

<html>>
<head>
{title*Remove Cookie</title>
</head>
<body>

String getDomain ()

Returns the domain name for the cookie.

void setMaxAge
(int expiry)

Specifies the expiry time of the cookie, in seconds. By default, a cookie will
expire when the Web browser shuts down.

int getMaxAge ()

Returns the expiry time of the cookie, in seconds. Returns -1 if no expiry time
was specified.

String getName ()

Returns the name assigned to the cookie.

Welcome. The information has been| removed.

</body’
</htnl>
/v\__—i
— Type the name of the 6 Type response.addCookie().

Cookie object followed
by a dot. Then type setPath). —d Between the parentheses,

type the name of the Cookie

—H Between the parentheses,  object.

type the relative path of the .
pages that can access the El save the page with the

cookie enclosed in quotation ISP extension. When a user
.- accesses the JSP page, the

cookie stored on the user's
computer will be deleted.

void setPath
(String uri)

Specifies the location of the pages on the Web server that can access the cookie.

String getPath()

Returns the location of the pages on the Web server that can access the cookie.

void setSecure
(boolean flag)

Specifies whether the Web browser needs to send the cookie using a secure
protocol, such as HTTPS or SSL.

boolean getSecure()

Returns true if the Web browser must send the cookie over a secure protocol.

void setValue
(String newValue)

Sets or changes the value for the cookie.

String getValue()

Returns the value assigned to the cookie.

void setVersion
(int v)

Specifies the version number of the cookie protocol.

int getVersion ()

Returns the version number of the protocol the cookie can use.




